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1. Description

1.1. Subjet details

Name of the subject

593000113 - Ubiquitous and secure networks and services

No of credits 5 ECTS
Type Compulsory
Academic year ot the ]

First year
programme
Semester of tuition Semester 1

Tuition period

September-January

Tuition languages

English

59AC - Master Univ. en Sistemas y Servicios para la Sociedad de la
Degree programme

Informacion
Centre Escuela Tecnica Superior de Ingenieria y Sistemas de Telecomunicacion
Academic year 2017-18

2. Faculty

2.1. Faculty members with subject teaching role

Name and surname Office/Room Email Tutoring hours *
M. Lourdes Lopez Santidrian A4405 lourdes.lopez@upm.es Sin horario.
Jose Fernan Martinez Ortega ] ) ) )

A4407 jf.martinez@upm.es Sin horario.

(Subject coordinator)

* The tutoring schedule is indicative and subject to possible changes. Please check tutoring times with the faculty

member in charge.
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3. Prior knowledge recommended to take the subject

3.1. Recommended (passed) subjects

El plan de estudios Master Univ. en Sistemas y Servicios para la Sociedad de la Informacion no tiene definidas

asignaturas previas recomendadas para esta asignatura.
3.2. Other recommended learning outcomes
- Communication networks.

- Protocol stacks.

- Distributed telematic systems.

- Knowledge and usage of telecommunication networking, systems and services programming skills.

4. Skills and learning outcomes *

4.1. Skills to be learned

CEl.2 - Capacidad de interpretar y evaluar de forma critica documentos cientificos en el area de las Tecnologias
de la Informacion y las Comunicaciones.

CEL.3 - Capacidad de comunicacion y difusion de los resultados de investigacion.

CESE.5 - Capacidad de desarrollar sistemas que ofrezcan servicios ubicuos y seguros

CGEN.2 - Poseer habilidades para el aprendizaje que les permitan continuar estudiando de un modo que habra de
ser en gran medida autodirigido o auténomo

CGEN.6 - Capacidad para proyectar, calcular y disefiar sistemas y servicios para la Sociedad de la Informacién.

GA_59AC_593000113 Ubiquitous and secure networks and services Page 2 of 11
1S_2017-18 Master Univ. en Sistemas y Servicios para la Sociedad de la Informacion



‘1 . PR/CL/001 N
g el COORDINATION PROCESS OF L0 E.T.S. de Ingenieria y
RS LEARNING ACTIVITIES Sistemas de

Telecomunicacion

CGEN.8 - Capacidad para la aplicacion de los conocimientos adquiridos y resolver problemas en entornos nuevos
0 poco conocidos dentro de contextos mas amplios y multidisciplinares, relacionados con su area de conocimiento,
siendo capaces de integrar conocimientos.

CGEN.9 - Capacidad de investigacion, desarrollo e innovacién en de la ingenieria para la Sociedad de la

Informacioén

4.2. Learning outcomes

RA109 - Analizar las amenazas de seguridad a tratar en un sistema ubicuo en funcion de la aplicacién/servicio y
del entorno de red utilizado.

RA110 - Valorar los métodos de seguridad que permiten neutralizar las amenazas de un sistema ubicuo.

RA111 - Disefar un sistema capaz de proporcionar una aplicacién o servicio ubicuo partiendo de un conjunto de
especificaciones y requisitos técnicos.

RA108 - Explicar las caracteristicas tecnoldgicas de las arquitecturas, plataformas, redes y protocolos que
permiten ofrecer servicios y aplicaciones ubicuas.

RA107 - Clasificar los servicios y aplicaciones ubicuas en funcién de sus caracteristicas técnicas.
RA112 - Implementar un sistema ubicuo a partir de su disefio

* The Learning Guides should reflect the Skills and Learning Outcomes in the same way as indicated in the Degree
Verification Memory. For this reason, they have not been translated into English and appear in Spanish.

5. Brief description of the subject and syllabus

5.1. Brief description of the subject

This subject is taught during the first semester of the "MSc in Systems and Services Engineering for the
Information Society" (Master en Ingenieria de Sistemas y Servicios para la Sociedad de la Informacion), being
compulsory in the professional itinerary and optional in the research itinerary of the curriculum. In order to be able
to follow it it is strongly advisable to have a previous background on the main telematic concepts related to

communication networks, protocols and services, since these basic concepts will not be part of its contents.

Its 5 ECTS correspond to a total of around 133 hours of student's work, including both theory- and practical- (i.e.
laboratory-) oriented activities. This includes all the activities to be done autonomously, either individually or in
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groups. The autonomous time that the students are foreseen to spend to pass the course is the following:

e Autonomous personal study: 10 hours.

e Autonomous group work: 15 hours.

e Autonomous laboratory work (additional to the time scheduled below): 20 hours.
e Autonomous group work to design the practical project(s): 10 hours.

e Preparatory work for making the oral presentations: 10 hours.

¢ Preparatory and writing work related to the practical work reports: 20 hours.

¢ Critical assessment of technical documents: 3 hours.

5.2. Syllabus

1. Unit 1: Introduction to ubiquitous systems
1.1. Ubiquitous / pervasive computing
1.2. Network aspects and deployment in ubiquitous systems
1.3. Future Internet: Internet of Things, Internet of Services, Internet of People
2. Unit 2: Applications and services
2.1. Types of ubiquitous applications and services. Examples of use scenarios
2.2. Context awareness, human-machine interfaces
2.3. Quality of service and application requirements
2.4. Main technological challenges
3. Unit 3: Types of ubiquitous systems: Architectures and platforms
3.1. Wireless Sensor Networks (WSN)
3.2. Ad-hoc networks
3.3. Personal- and body-area networks
3.4. Other networks
4. Unit 4: Network technologies
4.1. Network-related technological challenges; energy efficiency
4.2. Link-layer protocols

4.3. Network-layer protocols; routing
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;

4.4. Quality of Service (Qo0S)
4.5. Communication models

5. Unit 5: Ubiquitous systems security
5.1. Vulnerabilities of ubiquitous networks and services
5.2. Cryptographic mechanisms as the basis of the security
5.3. Intrusion detection
5.4. Security management

6. Unit 6: Practical project

6.1. Design, implementation and deployment of an ubiquitous application / service
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6.1. Subject schedule*

Week Face-to-face classroom activities Face-to-face laboratory activities Other face-to-face activities Assessment activities
Introduction, Units 1 and 2
1 Duration: 03:00
Lecture
Introduction to UML. Introduction to the
lab and practical Project.
2 Duration: 03:00
Lecture
Unit 3
3 Duration: 03:00
Lecture
Unit 4. Support to the practical work
(introduction to lab environment)
4 Duration: 03:00
Lecture
Unit 5 Lab work.
5 Duration: 01:30 Duration: 03:00
Lecture Laboratory assignments
Unit 6: lab work in groups; supervision Case studies written reports
sessions on demand Individual work
6 Duration: 03:00 Continuous assessment and final
Laboratory assignments lexamination
Duration: 00:00
ICase studies presentations.
Individual presentation
7 Continuous assessment and final
lexamination
Duration: 03:00
Unit 6: lab work in groups; supervision
sessions on demand
8 Duration: 03:00
Laboratory assignments
Unit 6: lab work in groups; supervision
isessions on demand
® Duration: 03:00
Laboratory assignments
Unit 6: lab work in groups; supervision
isessions on demand
10 Duration: 03:00
Laboratory assignments
Unit 6: lab work in groups; supervision
sessions on demand
u Duration: 03:00
Laboratory assignments
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Unit 6: lab work in groups; supervision
sessions on demand
12 Duration: 03:00
Laboratory assignments
Unit 6: lab work in groups; supervision
isessions on demand
13 Duration: 03:00
Laboratory assignments
Unit 6: lab work in groups; supervision
sessions on demand
14 Duration: 03:00
Laboratory assignments
Practical project written document
Group work
Continuous assessment and final
lexamination
Duration: 00:00
Practical project functioning
demonstration
Other assessment
15 Continuous assessment and final
lexamination
Duration: 01:30
Practical project oral presentation
Group presentation
Continuous assessment and final
lexamination
Duration: 01:30
16
17

The independent study hours are training activities during which students should spend time on individual study or

individual assignments.

Depending on the programme study plan, total values will be calculated according to the ECTS credit unit as 26/27

hours of student face-to-face contact and independent study time.

* The subject schedule is based on a previous theorical planning of the subject plan and might go to through

experience some unexpected changes along throughout the academic year.
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7. Activities and assessment criteria

7.1. Assessment activities

7.1.1. Continuous assessment

. . . . Minimum .
Week | Description Modality Type Duration Weight . Evaluated skills
grade
i ) Individual ) CGEN.2
6 Case studies written reports No Presential 00:00 25% /10
work CElL2
. . Individual
7 Case studies presentations. . Face-to-face 03:00 5% /10 CEL3
presentation
CGEN.6
15 Practical project written document Group work No Presential 00:00 25% /10 CGEN.9
CGEN.8
Practical project functioning Other
15 . Face-to-face 01:30 25% /10 CESE.5
demonstration assessment
) ) ) Group
15 Practical project oral presentation . Face-to-face 01:30 20% /10 CEI.3
presentation
7.1.2. Final examination
o . . . Minimum .
Week Description Modality Type Duration Weight d Evaluated skills
grade
. . Individual . CGEN.2
6 Case studies written reports No Presential 00:00 25% /10
work CEl.2
. . Individual
7 Case studies presentations. . Face-to-face 03:00 5% /10 CEI.3
presentation
CGEN.6
15 Practical project written document Group work No Presential 00:00 25% /10 CGEN.9
CGEN.8
Practical project functioning Other
15 . Face-to-face 01:30 25% /10 CESE.5
demonstration assessment
. . . Group
15 Practical project oral presentation . Face-to-face 01:30 20% /10 CEL3
presentation
7.1.3. Referred (re-sit) examination
No se ha definido la evaluacion extraordinaria.
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7.2. Assessment criteria

The final mark for each student in this course will be a number between 0 and 10 points. The course is passed if
the mark is equal or above 5 points.

The course is designed to be passed through continuous evaluation. The practical work performed by the students
has a very significant weight in the total course mark, since the total students' work necessary to pass this part of
the course is foreseen to be high. This is the reason why, in the case of there being a final exam, it is mandatory to
have previously passed the laboratory-related part of the course (i.e. to have attended through the semester,
performed the activities and passed the evaluation of Unit 6) in order for the student to be able to access such an
exam. The students that pass the course through continuous evaluation (see the deliverables to be produced
below) will not be required to do any additional exam.

The following deliverables produced by the students will be subject of evaluation:

¢ Practical project, done in groups, consisting on the design and the subsequent implementation,
deployment, testing and documentation of a system, having a set of requirements as input. The following
deliverables will be assessed:
o The correct functioning of the project(s) in a manner consistent with its specifications.
o The written documents containing the description of the different phases of the project(s) + an initial
contextualization and research section related to the course and the specific project.
o The oral presentation and demonstration (+ Q&A) of the practical project.
¢ Reading and critical assessment of scientific and technological papers related to the course. At this
respect, two main deliverables will be subject to assessment:
o Written reports on the reading and critical assessment of the papers.
o QOral presentation of the summary and conclusions extracted from some of the papers.

The following criteria will be considered when assessing each of the evaluated activities:

¢ Written documents:
o Technical correctness, completeness, originality and accuracy.
o Presentation: correctness, clarity, grammar and format.

¢ Oral presentations:

o Execution: clarity, conciseness, correctness, faithfulness of the presentation to the written

GA_59AC_593000113 Ubiquitous and secure networks and services Page 9 of 11
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document, quality of the auxiliary means (power point slides, use of the blackboard, etc.).
o Questions: accuracy and correctness when answering to questions.
¢ Practical work: correct functioning.
o The service or application correctly functions as specified by the own students' practical work
documents describing their project.
o Questions: accuracy and correctness when answering to questions related to any aspect of their

project.

8. Teaching resources

8.1. Teaching resources for the subject

Name Type Notes

"Problem Solving for Wireless Sensor
Networks". Ana-Belén Garcia-Hernando,
Problem Solving for Wireless Sensor o José-Fernan Martinez-Ortega, Juan-Manuel
Bibliography i o o
Networks Lopez-Navarro, Aggeliki Prayati, Luis
Redondo-Lépez (Editors). Springer (June 2,

2010). ISBN-13: 978-1848002029.

o "Security in RFID and Sensor Networks".
Security in RFID and Sensor

Bibliography Paris Kitsos (Editor). Auerbach Publications
Networks

(April 13, 2009). ISBN-13: 978-1420068399.

"Interconnecting Smart Objects with IP: The

Interconnecting Smart Objects with o Next Internet”. Jean-Philippe Vasseur, Adam
Bibliography
IP: The Next Internet Dunkels. Morgan Kaufmann (June 15, 2010).

ISBN-13: 978-0123751652.

Most of them will be accessible using the
international electronic databases to which
Basic papers Bibliography the UPM is subscribed.<br />

Some of them could be also uploaded to the

Moodle space of the course.<br />
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Moodle Web resource Moodle platform space of the course.
] Personal computers: at least one per student
Personal computers Equipment ) ]
during the laboratory sessions.
n ) i WSN nodes or needed simulation software +
Specific equipment Equipment

development environment.

9. Other information

9.1. Other information about the subject

The information contained in this document is of an orientative nature. Thus, it is subject to change due to errors,

omissions or if the circumstances occurring during the course duration advise to do so.
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