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Boosting Europe’s capabilities in quantum technologies, cybersecurity and industrial competitiveness.
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Where?

Computer Simulation Research Centre Quantum Information and Computing Research Group (GIICC)

Keywords: | cyber security | quantum technology

Brief description of the solution and the added value it delivers

Solution to provide quantum key distribution (QKD) as a service.

Description of the technological basis

Quantum communication infrastructure (QCI) will help Europe to protect its critical infrastructure and its encryption systems from cyber
threats, protecting smart energy networks, air traffic control, banks, healthcare facilities and more from piracy. It will also enable data
centres to store and exchange information securely and will preserve the long-term privacy of government information. The long-term
plan is for QCI infrastructure to become the backbone of Europe’s quantum internet, connecting quantum computers, simulators and
sensors over quantum networks, in order to distribute information and resources securely throughout Europe.

‘QKD, a hardware technology whose level of security will not be affected by the calculation capacities of any future
quantum computer’

Business needs / application

The best methods known at present require an amount of computing power that makes them completely unviable.
Classic cryptography cannot cope with the power of a quantum computer.
Opportunity cost associated with not using QKD services.

‘The QKD market will grow by 19.9% per year over the next five years’

Competitive advantages

Quantum key distribution infrastructure is fully compatible with existing cryptographic and encryption methods. AES, DES and
Triple DES (market standards) through transport layers ETSI 004 and ETSI 014.
Coexistence of post-quantum cryptographic algorithms in the services network.
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Contact

Madrid Quantum Network contact

José Luis Rosales, Juan Pedro Brito, Vicente Martín
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e: joseluis.rosales@upm.es
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e: innovacion.tecnologica@upm.es


